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PREFACE

It is with pleasure that we hereby present the proceedings of the 2015 IEEE 13th International Scientific Conference
on Informatics. Its success builds upon our ever improving efforts to publish with higher standards in the various areas of
informatics. As part of this, our conference becomes a significant international forum for presenting original research results,
sharing experience, and exchanging new ideas. The topics of this conference cover theoretical and practical results, along with
methods for transferring these research results into real-life domains, by scientist and experts working in computer science
and informatics. The conference also provides an opportunity for young researchers to demonstrate their achievements and
to discuss their results at an international scientific forum. The main topics of the conference are as follows:

e  Computer Architectures

e  Computer Networks

e Theoretical Informatics

e  Programming Paradigms, Programming Languages
e  Software Engineering

e  Distributed Systems

e  Computer Graphics and Virtual Reality
e Artificial Intelligence

o Knowledge Management

e Information System Research

e Applied Informatics and Simulation

The proceedings start with keynote lectures from three eminent experts in their respective fields. Every paper in these
proceedings has been peer-reviewed by two independent external referees. On behalf of the Programme and Organizing
Committees, we would like to thank all the reviewers for their time and effort in reviewing the papers. Their contribution
has ensured the high quality of publications in these proceedings. We would also like to extend our thanks to all the authors
and keynote speakers, who contributed and guaranteed the high and professional standard of this conference.

The 2015 IEEE 13th International Scientific Conference on Informatics has been organized by the following organizations:
e  Faculty of Electrical Engineering and Informatics, Technical University of KogSice
e  Slovak Society for Applied Cybernetics and Informatics at Department of Computers and Informatics
e  Association of Slovak Scientific and Technological Societies
We also thank the following sponsors:
e IEEE Hungary Section
e IEEE SMC Chapter, Hungary
e IEEE Joint IES/RAS Chapter, Hungary
and technical co-sponsor:

e [EEE SMC Society

The conference is held in Poprad, an historical city nestled at the foot of the High Tatra Mountains, a region rich in
culture and natural beauty. We are confident that inside these covers, you will find papers relevant to your field of interest.
We also look forward to your participation at the next event of this conference.

Poprad, 2015 November

On the behalf of the Programme and Organizing Committees
Valerie Novitzka
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Abstract— This article presents the potential of using Multi-
Path Transmission Control Protocols for more secure data
transfer. Data transfer over the network could be sniffed and
then some decryption process could be made. Nowadays lot of
network have more than one connection to others. The authors
presents idea of Multi-Path TCP which could be used in such
networks which have more than one connection to public
network. The authors proposcd method for special data transfer
which could increase security of data and according to Multi-
Path TCP the speed of transfer will increase too. The main
advantage of this idea is that it could be used without a lot of
work. This article is a part of authors papers focused on IT
security.

Index Terms—security, TCP, Multip Path TCP

1. INTRODUCTION

There is a necessary to protect data against lost nowadays
because losing data costs companies a lot. That is why data are
well protected against unauthorized access to network [[1]] or
cloud systems [|2]] where it could be stored. Data are mostly
encrypted before they are transfer over the network. Usually
the stronger crypto algorithms are used according to amounts
of data and time in which data should be transferred. To be
sure that data reach their destination there are Transmission
Control Protocols used.

Nowadays nctwork consist more than one connection to
public network as Internet is. This connection are used not in
parallel, but worst for a company is used as a second when first
will stop working.  Omitting more than one network
connection could increase transfer speed and security level of
transfer data process. When only one connection is used,
hacker could sniff packets in one place of network and collect
data. Then some decryption method could be used to get real

978-1-4673-9868-8/15/$31.00 ©2015 IEEE

Wojciech Makowski
TELDAT Sp. z 0.0. sp.k.
Bydgoszcz, Poland
wimakowskiteldat.com.pl

Tibor Vince
Department of Theoretical and Industrial Electrical
Engineering, Faculty of Electrical Engineering and
Informatics
Technical University of Kosice
Kosice, Slovak Republic
tibor.vince@tuke.sk

information. More than one network connection will force
hacker to work on more place to sniff packets. Sometimes it
will require knowledge on more than one transfer technology.
Without it, hacker will lost possibility to collect all data
packets, so it will not be possible do decode it. There is a one
technology ready to use which could provide such possibility
Multi-Path TCP (MPTCP in short). MPTCP work on operation
system level which is very important according to simplicity of
using it. MPTCP technology was proposed in this paper to
increase security level of transmitted data. Chapter 11 describe
MPTCP  technology according to its  features and
implementation status. Chapter 111 presents algorithm and
concept of using MPTCP in sccurity aspects for faster and
more secure transfer. It also presents results of real test made
between Kazimierz Wielki University in Poland and Technical
University of Kosice. Finally some conclusions and remarks
for future work are presented.

I MULTEPATH TCP

To start talking about MPTCP should briefly explain the
concept of TCP [8], which is used to transfer data between
processes running on different machines. TCP can send data in
two directions between two hosts. Unique identifier of the TCP
connection are two pairs of values (one for cach side of the
connection) — 1P and port number. TCP using checksums and
sequence numbers provides a complete and orderly data
exchange for higher layer applications. The header contains all
the necessary details to establish a connection.

=3 =
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I T T T
Source port I Destination port

Sequence Number (4 octets)
Acknowledgmentnumber (if ACK set)

Data . IN URG, ACK, Wind
offset | * | S| SYNFIN, ... iadowsRe
Checksum Urget pointer (if URG set)
Options

Fig. 1. TCP header

Before application starts to transmit information, it is
necessary to exchange initialization data. Host A sends a
segment with set SYN flag, then host B confirms that it
received packet and send back SYN and ACK flag. Finally,
host A send empty segment with only ACK flag [8].

SYN

ACK

Host A

Host B

¥

g. 2. Three-way handshake

TCP connections cannot move from one IP address to
another. When a PC switches from Ethernet to Wi-Fi it obtains
another IP address. All existing TCP connections must be shut
down and reconnected.

MPTCP protocol is a set of extensions to the specification
of TCP which allows the client to make multiple connections
using different network cards with the same destination host. In
this way fault-tolerant are formed and efficient data
connections between hosts that are compatible with existing
network infrastructures.

—] NetworkA |—sp
| "o |

Fig. 3. N-different TCP connections is represented as one logical data

Main goal of this solution is that it is possible to use
multiple network paths for a single connection. Another
advantage is increases throughput of transport connections.
This approach should significantly improve balance congestion
between network paths. Simultaneously enabling MPTCP must

not prevent connectivity on a path where regular TCP works
[91]-

MPTCP is located at the transport layer and aims to be
transparent to both higher and lower layers. It is an additional
function of higher layers TCP standard.

I Application I

7 Socket
P [socket |

Multipath TCP J

Transport I

Network [ tcp || Tep2 | - | Tepn |

Datalink

pd

=}

=2
=
o
3

l/'
'/
/

Physical

Fig. 4. MPTCP in the stack

New connection of MPTCP is established in the same way
as a standard TCP. Protocol is enhanced by new feature.
MP CAPABLE option informs both hosts if MPTCP
connection can be established and if data can be transmitted.

SYN

MP_CAPABLE
key

-,

SYN + ACK

|

MP_CAPABLE

ACK

MP_CAPABLE
key

Fig. 5. Establishing connection

Nowadays, establishment of new connection is complicated
by middle boxes (switches, routers). Pair (IP, port) of source
and destination hosts is not enough to identify connection.
Therefore MPTCP  extended its functionality with the
additional option — MP_JOIN. Adding new subflow is made in
three steps.

First, MP_JOIN option contains a token which is generated
with the key (truncated hash of the key), which is formed
during the initial connection. The exchange of HMAC (hash-
based message authentication code) is the second step.

=P8 =
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SYN

NMP_JOIN
token, rand

SYN + ACK

MP_JOIN
rand, HMAC

ACK

MP_JOIN
HMAC

ACK

Fig. 6. Adding new subllow into MPTCP

Now that the subflows have been established, MPTCP can
use them to exchange data. Each host can send data over any of
the established subflows. Furthermore, data transmitted over
one subflow can be retransmitted on another to recover from
losses.

12345678
(I

123568

s

12345678

47

Fig. 7. Error control in MPTCP

Standard TCP ‘subflow sequence number’ provides the
reception of single subflow and ensures if any loss of data is
detected. MPTCP uses "data sequance number” to sort received
data before passing it to the application [[10]].

Source port Destination port

Data Sequence Number (8 octets)

Subflow Sequence Number (4 octets)

Fig. 8. MPTCP header (in short)

When host’s source wants to inform host’s destination that
it has no more data to send it signals this "Data FIN". It has the
same semantics and behavior as a regular TCP FIN, but at the
connection level.

Traditionally, people use the internet on smartphones via
Wi-Fi or 3G, but not by both. If TCP’s connecting fails for
some reason, it must be re-established. Multipath TCP avoids

informatics’2015 - November 18-20 - Poprad - Slovakia

this by dynamically switching to the link, and user do not waste
time for his reconnecting. It may also select the optimum
speed.

’\
N ’.-\ -
Fig. 9. MPTCP in smartphones

i0S 7 - first mobile system that supports MPTCP [[11]].
It’s ensure uninterrupted transmission when one of connection
works weakly or the connection is aborted. At the moment,
MPTCP is used only for data transfers of Siri. Siri is an
intelligent personal assistant that helps in various matters — all
users have to do is just ask. It allows user to send messages,
schedule meetings, make phone calls and perform many other
tasks using voice commands. With high probability this will be
extended to the entire operating system.

1. MPTCP AS A SECURITY SOLUTION

MPTCP could increase security level of transmitted data
because of fact that it uses many different links to reach
destination unlike methodology which are only using network
protection [3][4][5] and securing possibility of connection into
this network [6][7]. Transmitted data are treated as row binary
data, which could be divided into blocks which are passed to
transmission layer. To protect data from being sniffed via
hacker, authors propose algorithm which consists of such steps:

e Step | —data are encrypted,

e Step 2 — data are divided into blocks,

e Step 3 — random sequence of blocks to be passed
are determined,

e  Step 4 — blocks are collected in random sequence
determined in previous step,

e Step 5 — blocks of data are passed to MPTCP
socket which will transmit it do destination,

e Step 6 — receiver side collect blocks of data,

e Step 7 — receiver side are connecting blocks of
data in right order,

e  Step 8 — data are decrypted.

Process of dividing data into blocks and putting them in
random sequence according to step 2 and 3 is shown on figure
10. Step 4 of proposed algorithm is presented on figure 11.
Data passed to MPTCP socket are transmitted using different
data connection. According to MPTCP working schema,
transmission process is made via operating system. In potential
place of sniffing data, only part of data could be sniffed and
hacker is not able to determine which part of data was sniffed.
Sniffed data could not be used for hacking encryption
algorithm because of fact, that hacker does not know which
part of data possess.

~29 _
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part 1 partl

DATA part 2 part 6
part 3 part 4

part4d part5

part 5 part 3

part 6 part 2

Original data divided mixed

Fig. 10. Mixing data process

There could be used any of encryption algorithm which is
well known and widely used. Process of sending data using
different links is something which is given by simply using
MPTCP. The only thing which should be implemented is a
process of dividing data into block in random sequence. This
process must use random sequence and have to be made on
sender side while information about right sequence should be
passed to receiver side. There are a few possibility:

e setting some code book which will be used during

transmission and will describe data sequence,

e draw order of mixing data in secure manner.

part 1 part 6 part 4
part 5 part 3 part 2
MPTCP
path 1 path 2 path3

Fig. 11. Transmission process

The second option should be better because it will provide
more secure level. The worst thing is that it will require some
additional implementation on MPTCP layer but this process
should not be so difticult. It is possible to use some well known
protocols used for establishing secure crypto key for example.
Such protocol is used in IPSec implementation. It is possible
also to establish secure connection and share information about
data sequence using shared key. Of course such solution is less
secure while it could be implemented in short time. The first
test which was taken was to check data transfer with MPTCP
implemented in part of the network to check data mixing
process over different path. Two long distance point over
Internet network was chosen. Data was downloaded from
Kosice in Slovak Republic to Bydgoszcz in Poland. Data test
was made during one hour in ordinary day which should give

the same condition of Internet to all data transfer. There was
two file to download: 118 and 512 MB. The test was made in
four conditions: a) without MPTCP implemented in the
network, b) with MPTCP implemented on two interfaces and
the faster one was the primary, ¢) with MPTCP implemented
and only the faster one was working, d) with MPTCP
implemented and the slowest one was the primary. The faster
interface was a Gigabit Ethernet network connection, while the
slowest one was a 3G connection which was limited to 512
kbit/s transfer speed.

TABLE 1. DATA TRANSFER RESULTS

Download time
File 118 MB

Condition - {
File 5SI2MB |

a) without MPTCP

b) MPTCP and faster interface as
primary

¢) MPTCP and only faster
interface

d) MPTCP and slower interface
as primary

As it was noticed, using slow interface in the network
increases time required to download files. Also using slow
interface as primary provided the same situation.

2 min 34 sec 9 min 39 sec

2 min 27 sec 9 min 03 sec

2 min 24 sec 8 min 42 sec

4 min 53 sec

15 min 11 sec ‘

1V. CONCLUSIONS

In this article, a MPTCP concept was presented in security
aspects. MPTCP provides such functionality which could
increase security level of transmitted data in easy way. Hacker
needs to sniff data on many links, and needs to know possible
way of transmission and more than one transmission
technology, which is not so easy. Using MPTCP user will get
not only faster data transmission but also more secure. The
authors are working right now on algorithm for randomization
on data block sequence. This is very important task in
presented algorithm but it should not have impact on data
transfer throughput. The first test made in cooperation between
Technical University of Kosice and Kazimierz Wielki
University showed that there is a requirements to appropriate
network configuration, because setting slower interface as
primary one will increase downloading time.
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Abstract— The subject of this article are the security problems
of network resources in computer networks. Presently the main
problem of computer networks are Distributed Denial of Service
attacks which can block them. The methods suggested by the
literature that mostly base on using firewall and IDS/IPS
mechanisms to fight the attacks are not sufficient enough. In this
article the author presents a new method for counteracting DDoS
attacks - firewall rule with token bucket implementation from
Quality of Services method. This new concept is different than
previous one, because it gives possibility for user to finish they
work which was started before the DDoS attack occurs and they
do not suffer from DDoS attacks. The proposed method has
already been tested. The results presented in this article suggest
that the method could be applied in practice. This article is a part
of authors papers focused on IT security.

Index Terms— DoS, security, network, firewall, protection

I. INTRODUCTION

IT systems are nowadays omnipresent. The Users need a
fast access to information from every part of the network.
Denial of Service attacks, or rather Distributed Denial of
Service attacks lately, have become a problem as they cause
network unavailability by blocking services via seizing system
resources in computers in the network until they stop working.
A user who has already started working in the system loses the
connection and cannot even log out of the system, which has to
do it for him after the connection timeout is reached or when a
broken connection is detected. DDoS attacks are nowadays a
serious obstacle for 1T systems’ efficient functioning and they
have to be eliminated. Common methods of fighting the DDoS
attack problems [1][2](4](5][6] are usually limited to using the
Intrusion Detection System and Intrusion Prevention System
(IDS/IPS in short) solutions. Such systems are efficient
provided that they have a description of well known attacks or
some kind of Artificial Inteligence solution which could learn
the actions in some specific scenarios of attack. Other solutions
suggest using a firewall mounted on the network edge.

978-1-4673-9868-8/15/$31.00 ©2015 IEEE
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However, this firewall will only block the incoming traffic on
specific ports or IP address ranges, which is not sufficient. This
paper presents a new firewall method which implements some
of the Quality of Services mechanisms to eliminate the DDoS
attacks.

The structure of this paper is as follows. Chapter 11 shortly
describes the issue of the DDoS attacks and introduces the
proposed method for fighting them. Chapter 111 presents the
results of the implementation of the described method. Chapter
IV provides a conclusion and discussion over the developed
method.

11. ENHANCED QOS METHOD

A. Description of the Distributed Denial of Service attacks

The DDoS attacks are widely described in the literature [1]
[2]. These attacks can be performed on various system
resources: TCP/IP sockets [2] [3] or DNS servers. Regardless
of the method, the main principle is to simulate so many
correct user connections that their number exceeds the actual
system performance and drives it to abnormal operation.
Papers [1][2][4][5][6] describe methods for dealing with the
DDoS attacks by their global detection and the necessity of
cooperation between network providers. The transmission of
the attackers’ packets is done through the provider’s network
and if it cannot be blocked, it lcads to data link saturation. Such
saturation results in lack of connection to the server. The
proposed solutions to prevent such situations are not specific
and their implementation is associated with many problems.
The most common concern is the limited performance of
network devices. However, it is possible to limit the incoming
traffic on a firewall and allow the servers to deal with the
already established connection. This will let the users finish
their work and the new users will be able to connect to the
server.

=30
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B. Firewall rule with token bucket

The role of the input firewall is to control the incoming
traffic on the network edge. When the network is to give access
to the server to the external users, a specific type of traffic has
to be allowed by the incoming rules. For instance, in the case
of a http server, usually the TCP port 80 has to be opened for
the incoming connections. When an attack on the server
occurs, this port is still open. This situation leads in turn to the
server overload. Thus, a special firewall module was
developed, the role of which is to filter the traffic on the
server’s open port and to limit it according to the determined
policy. This rule functions as follows:

e during the server’s regular work all packets are
passed through, the network is not under any
attack,

e when a given allowable number of packets
packet_limit is exceeded in a time slot 7/, a
filtration process is launched, as a DDoS attack
has been detected.

e at the beginning of the filtration a list of the IP
addresses which communicate with the server
correctly, i.e. which are not a part of the DDoS
attack — /ist/P — is read from the server,

e during the filtration each packet is checked
whether it is on the list of the valid IP addresses
listIP; if so, the packet is sent to the network, if
no, a counter of the passed packets packet_counter
is checked whether its value is greater than the
allowable packet limit packet limit in a time slot
t,

e if the limit of the packets is exceeded, the packet is
dropped - DROP,

e in the following time slot the number of current
packets packet_counter is zeroed and the above
mentioned filtration process is restarted,

e when in a given number of the subsequent time
slots some limit the limit of the packets is
exceeded, we are facing a large attack on the
server, and in order to give the server some time to
regain efficiency the limit of packets packet limit
is decreased,

e ifiin the following time slots the packet limit is not
exceeded, the packet limit is increased to the
determined limit value.

Changing the packet limit allows the server to handle the
incoming connections which may be potentially correct or to
release the resources used incorrectly by the attacker. Despite
the attack, the server is still accessible to the users who were
working on it when the attack was detected.

The process of decreasing the packet limit can depend on
the server type, its needs and kind of work. Moreover, the limit
values may require experimental determination or setting them
basing on the server’s resources, its operating system, the
amount of memory and processors type.

The operation algorithm was developed by analogy to the
methods for traffic quality assurance (Quality of Services),

informatics’2015 - November 18-20 - Poprad - Slovakia

where for various types of traffic there are given amounts of
packets or data by using the so-called token bucket
mechanisms. In this case the mechanism is implemented by
setting the limit of packets allowed to pass in a given time slot
time_slots.

Pseudocode of the main part of the algorithm responsible
for passing the packets as well as narrowing the limits is shown
below:

packet_counter:=packet_counter + 1

if packet_counter < packet_limit then

packet pass

else

begin
if IP address in 1listIP then
packet pass;

else

packet drop;
end;
if times_slots ends then
begin

if packet_counterspacket_limit then
overdrop times=overdrop times + 1;
packet_counter=0;
if overdrop_ times>some_limit then
packet_limit=packet_limit/2;
overdrop_ times=0;
else
packet_limit=packet limit*2;
overdrop_times=0;
end;

The packet_counter variable contains the number of
packets which are passed through in a certain time slot. When
its value does not exceed the permissible limit packet_limit, the
packet is sent, but when the limit is exceeded, further tests are
performed. If the packet is present in the database of the known
IP addresses /ist/P, the packet is passed through, otherwise it is
dropped. When the fime_slots timeout expires, a verification is
performed whether the limit of packet was exceeded in this
time slot. In this case in the implemented method the counter of
the limit was increased in the subsequent time slots. When the
limit was exceeded in the following two time slots, the
allowable limit of packets was decrecased (packer_limit/2). 1f in
the next time slots the limit had not been exceeded, the limit of
packets was increased (packet_limit*2).

HI. IMPLEMENTATION RESULTS

In order to verify if the server will indeed work
continuously, the method was implemented and tested. The
implementation consisted of a module for the firewall IPTables
module on Debian Linux system based on kernel 2.6.32. The
tests simulating the most common types of attacks on the
servers were performed on a simple network, which was built
for this aim according to well now structures and routing
protocol requirements [7] [8][9] . A http server from Asterix
FreePBX distribution, working under CentOS with kernel
2.6.32 and an Apache 2.2.15 server, equipped with 1GB of
RAM was used as a receiver. In order to perform the attack, a



L. Apiecionek and W. Makowski -

Sender machine was used — based on Debian Linux with kernel
2.6.32 (equipped with 512 MB of RAM) and DDOSIM
software (Layer 7 DDoS Simulator v0.2). The structure of this
network is shown on the figure below. The firewall with IP
Tables module was running on Linux Debian with kernel
2.6.32 with 512 MB of RAM.

Sender 3 Firewalt with IP Tables > Receiver

Fig. 1. The test network.

During the test, the memory usage and http server response
times were observed. The attack consisted in sending a large
amount of HTTP Get requests to the server. Without the
implemented module, the server’s memory usage raised up to
100% and the server stopped responding. After launching the
module, RAM memory usage was obscrved.

The module was configured with the following limits:

- time slot for analyzing the amount of transmitted data
time_slots = 1 second;

- allowable limit of packets packet limit = 30;

- minimal limit of packets = 10;

Five tests of the attack on the server were performed, each
lasting one hour and the conditions were as follows:

- 100 HTTP GET requests sent every 30 seconds;

- 1000 HTTP GET requests sent every 30 seconds;

- 2000 HTTP GET requests sent every 10 seconds:

- 10000 HTTP GET requests sent every 10 seconds;

- 50000 HTTP GET requests sent every 30 seconds.

None of the cases resulted in server overload. Prior to the
attack a connection with the server through the firewall was
established and it remained active because it was started before
the attack and the computer was recognized as allowed to
communicate with the server.

During the test the amount of free RAM memory was
observed on the http server and on the firewall. On the http
server the memory remained mostly on a constant level.
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Fig. 2. RAM usage on http server.
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Fig. 3. RAM usage on firewall.

Firewall algorithm with token bucket rule for DDoS protection

On the firewall the RAM usage remained on a constant
level. During the test which consisted of sending 1000 packets
every 10 seconds, RAM memory usage was higher, which was
probably a result of other operations of the device.

RAM memory usage test was also performed in a network
built without using the proposed method of fighting the attacks.
The result is shown in figure 4. Without the active method the
memory usage rose up to 100% several times (the server was
cquipped with 1GB of RAM).

In the description of the method a mechanism for
narrowing the amount of packets in a single time slot was
mentioned. Figure 5 shows a fragment of the operation of the
implemented mechanism. It regulates the number of packets
which can be transmitted in a time slot dynamically, depending
on the load. This mechanism may require some refining
depending on the server used. In this implementation, a simple
step change of the packet limit was used.

e marpusage (ME

Fig. 4. RAM usage on the server with and without the DDoS protection tool.
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Fig. 5. Packet Inmit on time slots.

1V. CONCLUSIONS

In this article a new concept of eliminating DDoS attacks
was introduced.

The methods suggested in the literature can block the
access to the resources when the attack occurs, by using a
firewall along with IDS/IPS mechanisms. During the time of
the blockage no user from an external network can connect to
the desired resources. Moreover, such solution docs not allow
to complete the work started by the users who were already
connected. The users who worked with the server lose their
connection.

The method described in this article allows the users to
continue their work. It is possible for the users who connected
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to the server prior to the attack and the server informed the
method about this fact.

The method was implemented and tested in practice. It does
not cause an increase of the firewall load but prevents the
server from overload by keeping the server’s load at a stable
level during the attack. The proposed method may be
successfully implemented on any firewall-type devices. Only
the mechanism of regulating the number of packets in a single
time slot may require some adjusting. The mechanism should
be selected for a particular server, depending on its capability
and this can be a subject of further research.

The author is ready to provide the sources of the described
method for further analysis.
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